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ABSTRACT: This study explores the cybersecurity challenges and adoption of financial technology by the
Bank of the Philippine Islands (BPI) in the Cavite South Laguna Area. Employing a quantitative methodology,
data was gathered via a questionnaire checklist administered to bank clients. The investigation prioritized areas
such as phishing attempts, credential theft, account takeover, This study delves into the cybersecurity
challenges bank clients in San Pedro and Bifian branches deal with. It focuses on account takeover, credentials
stealing, and phishing attempts. The research shows that these are issues that clients frequently face, as attackers
use sophisticated techniques like social engineering and misleading features to take advantage of weaknesses.
The frequency of credential theft presents a serious security risk, especially regarding bank account access, but
less frequent instances of illegal account settings or personal information alterations are still cause for concern.
Adopting stronger security measures is important due to the increased danger of data breaches linked to frequent
illegal access.

This study also examines how financial technology is being widely used, with a focus on robo-advisor apps and
digital payments. Banks prioritize customer safety through instructional initiatives, and high adoption rates are
noted. Peer-to-peer transactions are mostly conducted online, which reflects changing customer preferences. By
enhancing transaction efficiency and simplicity, robo-advisor apps are integrated into online banking,
demonstrating the industry's dedication to technological innovation. ~ This  research  investigates  the
relationship between cybersecurity challenges and financial technology adoption. Contrary to expectations, the
study finds no significant correlation between the cybersecurity challenges faced by bank clients and the
adoption of financial technology by the bank. In conclusion, it is important to have strong security measures to
counter the growing cybersecurity risks that come with the widespread use of financial technology. It
emphasizes how crucial it is for banks to defend their digital infrastructure and shield their customers from
changing cyber threats by promoting and implementing robust security measures.
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l. INTRODUCTION

The banking industry is a leader in providing consumers with opportunities to access products and services
through advanced technology (Malar et al., 2021). Globally, both traditional financial institutions and individual
consumers have been significantly impacted by the introduction of Internet banking. Mobile banking is vital
because it is more convenient and facilitates payments faster than traditional banking methods. These days,
people tend to utilize Internet banking more than traditional banking methods. As a result, a significant number
of people, particularly customers, use electronic wallets as an alternative to conventional ways of payment.
Financial technology (FinTech) integration has significantly transformed the industry in a modern international
banking landscape. FinTech companies are at the forefront of offering innovative financial products and
services, leveraging technologies such as big data, artificial intelligence, blockchain, and cybersecurity (Sohns
& Wojcik, 2020). The management of cyber risk in IT-based banking systems has become a critical factor
emphasized by managers, regulators, and international organizations due to its potential adverse effects on
banks and financial institutions (Khan et al., 2021). Additionally, the development of information technology
and the acceleration of digital transformation in the international arena have contributed to the formation of
modern and different approaches in the financial system, including the operating part of banks (Mykhailiuk et
al., 2021). The adoption of e-banking is considered an innovative distribution channel for financial services due
to rapid advances in e-banking applications and intense competence (Sikdar et al., 2019). E-banking paves the
way for promoting common business structures and the banking industry. Even though it has the potential to
become a tool that banks may use to cope with tough routines,

|[Volume 6 | Issue 3| WWw.ijmcer.com | 579 |



Cyber security Challenges And Financial Technology Adoption...

it also opens the way for the development of common business structures. Banking companies are making use of
cutting-edge information technologies to service their customers efficiently all year long, around the clock, and
in a manner that will contribute to increased corporate expansion. Furthermore, the advent of new technologies,
products, and services encourages new needs and demands by customers (Hosseini et al., 2020). Everyone has
jumped on board with the latest trend in consumer technology, which is known as the e-wallet. People stand to
benefit much from utilizing it as a result of the extensive number of services that it offers. E-banking offers a
wide variety of services for customers, which provide them with value and create a competitive advantage over
competitors, such as account checking, bill payment, transferences, or mobile phone text message notifications
(Mostafa, 2020). The revolutionary improvements in the technology used in electronic banking have made it
possible to conduct transactions with banks in more practical ways, mainly through the use of the Internet
banking medium. Studies that have been done in the past on banking services that are enabled by technology
have shown that factors such as service quality, functional quality, perceived value, employee-customer
interaction, perceived usability, and perceived risk all affect consumers' experiences (Mbama. Ezepue. Alboul.
& Beer, 2018).

How employees respond to phishing attempts received through corporate email systems is a tangible illustration
of an essential scenario in which employees continue to impact the businesses they work for. Phishing is a
common way that hackers use to gain access to internal networks, collect sensitive information from employees,
and carry out other destructive acts. Over ninety percent of malicious software is sent over email, with spear
phishing attempts as the principal infection vector (Purplesec, 2021). Because of the serious potential for
damage, companies have begun focusing on ways to reduce the risk posed to their employees by phishing
attacks. "Simulated phishing campaigns" are a standard method companies use to evaluate the efficacy of their
anti-phishing efforts. During these campaigns, employees are sent emails designed to resemble those delivered
during genuine phishing attacks. It's not all bad news, despite the importance of analyzing the number of
employees who fall victim to these phony attacks (Canham et al., 2021). Employees might have positive
reactions to phishing assaults, reactions that alert organizational representatives to the potential hazard.
Unfortunately, many of these good responses are frequently eclipsed by failures (successful mock attacks). This
is the case even though they serve as a crucial warning signal or beacon to the organization, indicating that
something may be wrong. At a time when cybersecurity continues to be a top priority for leadership but funding
for the essential resources is unable to keep pace with the ever-evolving threat landscape, it would be in the best
interest of businesses to also devote considerable focus on the positive spectrum of employees' cyber behavior.

This study additionally considers the effects on employment in the banking industry in response to the shifting
face of modern banking. At BPI in the Cavite Southern Laguna, the integration of modern technology and
cybersecurity measures has changed the nature of banking jobs and demanded the establishment of additional
roles and abilities. This change emphasizes the necessity for a workforce that can handle the new cybersecurity
issues as well as new financial technologies. The goal of the study is to determine how these shifts are affecting
the sector's employment patterns, including the need for upskilling current workers, the need for new roles, and
its wider impact on career paths and job security. Furthermore, Pamantasan ng Cabuyao has approved and
monitored this research, guaranteeing that it complies with strict academic and ethical guidelines. This body's
approval serves as more than just a formality; it's evidence of the significance and urgency of examining the
effects of digital innovations in banking, particularly how they pertain to employment and cybersecurity. This
approval highlights the study's importance in advancing knowledge about how banks, such as BPI, address these
issues and reorganize their workforces. The study's conclusions should help shape strategies supporting
workforce development and technology developments, ultimately benefiting the banking industry and its
customers.

Theoretical Framework /Conceptual Framework : The following theories will serve as the foundation of the
study. The Technological Innovation System (TIS) and Routine Activity Theory (RAT) provide an established
framework for studying financial technology adoption and cybersecurity issues. TIS supplies a systemic view of
financial technology adoption and diffusion, while RAT offers a criminological perspective on cyber threats and
prevention. This dual-framework method allows a complete analysis of modern banking technology and
security.The Technological Innovation System (TIS) is an analytical framework that explores the development
and diffusion of new technologies as dynamic and systemic processes. It originated from the work of Carlsson
and Stankiewicz in 1991, who introduced it as a systems approach to analyze the economics of technical change
(Markard et al., 2015). This framework is particularly relevant for examining the emergence and growth of new
technological fields and industries, such as those seen in modern banking strategies. The TIS framework can be
applied to understand how innovations such as Acrtificial Intelligence, Biometric Data, Consortium Data, and
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High-Tech Standardization evolve from novel ideas into integral components of the banking industry. The TIS
framework views these innovations not as isolated events but as part of a complex network of agents, including
financial institutions, technology developers, regulatory bodies, and customers. These agents interact under a
specific institutional infrastructure that supports the generation, diffusion, and utilizationof these technologies.
Routine Activity Theory, introduced by Cohen and Felson in 1979, has been a crucial perspective in
understanding crime, including cybercrime. The theory posits that for a crime to occur, three elements must be
present: a motivated offender, a suitable target, and the absence of a capable guardian (Kéhler et al., 2020). This
framework is apt for analyzing various forms of cybercrime by assessing how cybercriminals (the motivated
offenders) exploit vulnerabilities (the suitable targets) in the absence of effective cybersecurity measures (the
capable guardianship).

II. RESEARCH PARADIGM
A concept is a set of comprehensive ideas taken from related fields of inquiry and used to assemble a succeeding
presentation (Kombo and Tromp 2009, as quoted 2015). The paradigm for this study is illustrated below.
The study's visual model is represented in the diagram. It is intended to demonstrate the relationship between
two sets of variables in this study that is to be hypothesized. The conditions or interventions that the study
modifies or examines to determine their impact on the dependent variables are known as the independent
variables. This illustrates the proactive steps the banking industry undertakes to remain innovative and secure
from cyber risks. The outcomes that the study assesses to determine whether the independent factors
influence the dependent variables. These represent the variety of risks and strategies used by cybercriminals to
jeopardize the safety of banking activities. The arrow in the middle suggests the direction of the study's
hypothesis. This investigation aims to close the knowledge gap about the connection between cybersecurity
concerns and the uptake of financial technology solutions.

Thus, the figure illustrates a theoretical cause-and-effect relationship.

Figure 1. Research Paradigm of the Study

Research Questions

The purpose of this research study is to answer the following questions:

1.  What is the level of cybersecurity challenges experienced by the bank clients in terms of:
Phishing Attempt;

Credentials Stealing; and

Account Takeover?

What is the level of financial technology adoption on online banking in terms of:

NN
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Digital payment and transfer:

Mobile wallets

Peer-to-peer

Robo-advisors’ applications?

Is there a significant relationship between the level of cybersecurity challenges experienced by bank clients
and financial technology adoption in online banking?

Based on the study's findings, what client banking security measures may be proposed?

Ll NANA VAN

B

Hypothesis

The hypothesis to be tested for its significance:

Hol: There is no significant relationship between the level of cybersecurity challenges experienced by bank
clients and financial technology adoption in online banking.

Scope and Limitations : The study's scope and limitations provide openings for future research. This study has
focused on improving mobile banking adoption among working professionals in Bifian and San Pedro Laguna,
influencing people's eagerness to adopt a new system. This study aims to investigate the state of cybersecurity
issues about the banking industry's embrace of financial technology, or FinTech. The focus of the topic is on
examining the particular difficulties that financial institutions go into when implementing and integrating
different FinTech solutions. Important topics like account takeover, credential theft, and phishing efforts will be
covered in depth by the study. The study aims to offer a comprehensive understanding of the difficulties faced
by financial institutions in guaranteeing the safe implementation of innovative financial technologies by
concentrating on the cybersecurity element of FinTech adoption in banking. The results of this study will be
useful in understanding the FinTech adoption in the banking industry and the larger cybersecurity landscape.
This will help in the development of focused initiatives to improve financial institutions' security posture in the
quickly evolving digital world.

Significance of the Study : It is of the utmost importance to increase digital literacy, and more especially
knowledge about phishing, given the fact that phishing attempts are not going away any time soon. This article
will emphasize how a person can distinguish phishing emails from legitimate ones and what tools they can use,
including the output of this paper, which is a game about recognizing red flags in an e-mail or SMS that may
indicate that it is a phishing attempt. In addition, this paper will discuss the resources that can be used.

The beneficiaries of this paper will be the following:

Clients. The cybersecurity precautions and awareness would improve their banking services and make their
experience safer and more effective.

Employees. By applying the knowledge and insights this study provides, staff members may be better prepared
to execute their jobs more effectively and pursue possibilities for professional growth in the areas of
cybersecurity and contemporary banking technologies.

Other Banks. Utilizing the results to compare their cybersecurity defenses and plans, other financial institutions
may work together to fight cyber threats and strengthen the industry as a who

Every Internet user. Everyone, including students, instructors, older citizens, and others, will benefit from
being aware of the indicators of a phishing attempt, including:

Corporate. Companies should worry more about the possibility of their information being stolen by an
employee unaware of phishing indications. This may lead to the attacker having access to the employee's
account or gaining knowledge that another company can use to have an advantage over the other.

Future Researchers. Future researchers will benefit from this work because they will be able to continue this
project or reference it as part of their thesis.

Definition of Terms

Credentials Stealing. This will involve analyzing how cybercriminals exploit weak passwords or security
questions, which serve as suitable targets, and how the absence of multi-factor authentication reduces
guardianship.
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BPI. Bank of the Philippine Islands commonly known as BPI; PSE: BPI) is a universal bank in the Philippines.
It is the first bank in both the Philippines and Southeast Asia. It is the fourth largest bank in terms of assets, the
second largest bank in terms of market capitalization, and one of the most profitable banks in the Philippines.

Credentials Stealing. This will involve analyzing how cybercriminals exploit weak passwords or security
questions, which serve as suitable targets, and how the absence of multi-factor authentication reduces
guardianship.

Cybersecurity. The state of being protected against the criminal or unauthorized use of electronic data, or the
measures taken to achieve this.

Cybersecurity Challenges. Cybersecurity challenges refer to the various threats and vulnerabilities in modern
banking such as; phishing attempts, credentials stealing, account takeover, money laundering, and accounting
fraud.

Fraud. Refers to the intentional perversion of truth to induce another to part with something of value or to
surrender a legal right.

Modern Banking. The bank is one of the most important financial institutions. It provides several services to
consumers around the world.

Modern Banking Strategies. Modern banking strategies refer to the innovative approaches and techniques that
banks and financial institutions employ to stay competitive, improve customer experience, and increase
profitability such as; artificial intelligence, biometric data, consortium data, and high-tech standardization in
financial settings.

Phishing. The fraudulent practice of sending emails or other messages purporting to be from reputable
companies induces individuals to reveal personal information, such as passwords and credit card numbers.

Phishing Attempt. It can help understand how phishing scammers identify vulnerable targets, such as
employees without proper cybersecurity training, and exploit these targets where digital "guardians™ like anti-
phishing tools or protocols are lacking.

1. REVIEW OF RELATED LITERATURE AND STUDIES
This study section presents a literature review on cybersecurity challenges and financial technology adoption.
Since this will highlight the importance of the investigation, it will serve as a cornerstone for the research. This
part aims to highlight or identify the potential that has been overlooked in earlier studies and to provide an
overview of the studies that have already been made in prior years.

Conceptual Literature : Mobile banking in the Philippines has not taken off despite the country having 148.71
mobile-cellular telephone subscribers per 100 people (ITU, 2020) and banks expanding and innovating via
online banking. Access to financial services is limited in the Philippines, an archipelago of more than 7,000
islands, where most transactions take place in cash or through unbanked, face-to-face interactions. Small
business owners, farmers, and fishermen may not perceive the benefit, and many people lack the resources to
use the Internet. This group was hesitant to try out new financial advancements for fear of losing everything.
According to the study by Sonowal (2022), the widespread problem of phishing is the fraudulent act of posing
as a reliable source in online contacts to get private information such as passwords, usernames, and social
security numbers. Phishing assaults have increased significantly in regularity in recent years, costing both
individuals and organizations a great deal of money. Citing Verizon's 2020 Data Breach Investigations Report
(DBIR), it states that 22% of all breaches in 2019 involved phishing, with 65% of US firms falling victim to
successful phishing assaults. His book covers a wide range of phishing attack types, including DNS-based,
search engine, content injection, and deceptive phishing. It also covers the many communication channels—
voice, SMS, email, blogs, and wifi—that are regularly used by attackers. Readers will also learn more about
phishing kits and how security professionals utilize them to raise user awareness. The book presents thorough
solutions, including educational, legal, and technical measures, to protect people and organizations from
phishing threats. It also gives a knowledge of common strategies used by attackers to obtain information. The
core target comprises those who interact with banks, online retailers, payment systems, government agencies,
social networks, blogs, IT firms, and telecommunications companies.
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Furthermore, Riadi et. al. (2023), discuss that through mobile security lab testing, the Anubis Trojan is evaluated
to uncover its wide range of capabilities. These include the development of applications for SMS sending,
keylogging, SMS spam, executing commands for the Remote Access Trojan (RAT), retrieving call history,
turning off Play Protect, and sending information to attackers via a Command and Control (C2) Server. Users
are forced to enable an access service that secretly records all user activity while running in the background by
the Anubis Trojan, which is the source of these malicious activities. It is advised to only download apps from
reliable sources, update the software frequently, and enable security settings to protect Android devices against
Anubis assaults. Further strengthening defenses against Trojans like Anubis is possible by utilizing Google Play
Protect.

Meanwhile, Castell (2020) discusses the Zeus malware, discovered in 2007, has changed its source code,
presenting a challenge for antivirus software to detect. Mainly distributed through phishing and man-in-the-
browser (MITB) attacks, Zeus infects users' browsers, functioning independently or altering user actions in real-
time. It lies dormant until users visit specific sites like online banking, where it intercepts and modifies
transaction details after authentication. The leak of its source code in 2011 facilitated its widespread use.

Najib, M., & Fahma, F. (2020) focus on the Technology Acceptance Model (TAM). This study aims to better
understand the intention of Small and Medium Enterprises (SMEs) to implement digital payment systems,
specifically in the Indonesian restaurant industry. Taking into account the distinct commercial and technology
environment in Indonesia, the study established the trust variable. The suggested model seeks to offer SMEs a
thorough grasp of the adoption of digital payments while also providing insights into the behavior of technology
adoption in this particular setting. The study found that the main factors impacting SMEs' attitudes and
intentions to utilize digital payment systems were perceived usefulness, perceived ease of usage, and trust.

Research Literature : Cybersecurity in modern banking faces numerous challenges, including the need to
intertwine safety and security during risk assessment This is reflected in the significant investments made by
governments and financial institutions to improve cybersecurity prevention and protection (Morgan et al., 2020).
The technical development and exploration of deep learning (DL) methods in cybersecurity present challenges.
DL techniques are not a panacea but rather a tool that requires correct and trustworthy features to be effective
(Meister et al., 2020). Additionally, the use of artificial intelligence (Al) in cybersecurity is crucial, especially in
the context of healthcare systems, where Al can help address, vulnerabilities compromising data confidentiality,
integrity, and availability, particularly in the era of Covid-19 (Majumder & Veilleux, 2022). Furthermore, the
fintech industry, which is closely related to modern banking, presents both challenges and opportunities. While
it offers potential, companies in this space must navigate complex regulations, address cybersecurity risks, build
consumer trust, and compete with traditional financial institutions (Ameen & Afsar, 2023). Moreover, the
utilization of fintech applications in the banking and finance systems faces challenges, such as promoting their
development and addressing cybersecurity concerns (Akdeniz, 2022).

Customers of electronic banking need to consider both the benefits and the drawbacks of using the service,
although it is convenient and easy to use. According to Alknowiter (2022), every individual must make
significant financial decisions due to the risks that bank customers are believed to represent regarding trust,
privacy, and other aspects. E-banking is a distribution and communication channel that allows customers to
interact with a bank to conduct economic and efficient transactions, mainly through electronic tools, e.g., tablets
or smartphones (Singh and Srivastava, 2020). Basedit et al. (2020) conducted a thorough analysis of phishing
attack detection methods enhanced by artificial intelligence. This study examines many Atrtificial Intelligence
(Al) methods for phishing attack detection, such as Machine Learning, Deep Learning, Hybrid Learning, and
scenario-based methods. This analysis provides insightful information on the developments in technology to
thwart phishing efforts. Additionally, the research examines individual variations linked to behavior in a
realistic phishing simulation (Beu et al., 2022). According to the report, dissatisfied and younger workers are
especially susceptible to phishing tactics, underscoring the significance of focused cybersecurity training in
reducing these risks. Furthermore, reexamines prior studies on phishing from a security standpoint, emphasizing
the particular difficulties in active attacker situations, real-time detection, dataset quality, and base rate fallacy
(Das et al., 2020). This reexamination emphasizes how customized security solutions are required to deal with
the changing landscape of phishing assaults.Furthermore, the research highlights the significance of
contextualization in people's susceptibility to phishing attempts, suggesting that messages customized for certain
situations might take advantage of psychological weaknesses, making people more vulnerable to these kinds of
assaults (Hassandoust et al., 2022In the digital age, cybersecurity issues in contemporary banking, especially
about credentials theft, have grown to be of utmost importance. A serious risk to banking security is phishing, a
dishonest tactic used to get private data including bank account information and login passwords (Rahim ZA&
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Basheer, 2021). According to Tharani and Arachchilage (2020), fraudsters have also been known to utilize
machine learning methods to imitate uniform resource locators to leverage phishing assaults on their targets.
Additionally, it has been noted that one way to obtain unauthorized access to private financial data is by using
SQL injection attacks to steal login credentials (Chaki et al., 2019). Holovkin et al. (2021) have detailed the
contemporary difficulties of cybersecurity in the fight ag

ainst corruption, highlighting the need to ensure cybersecurity in the financial industry. According to Kuzmenko
et al. (2020), the utilization of contemporary technology for electronic payments, mobile banking, and payment
processing has brought up new hazards, such as fraudulent transactions and account takeover. Moreover, the
banking sector needs strong cybersecurity measures because of the development of cyberattacks and industrial
problems (Vishwanath, 2023). The banking industry must take into account several cybersecurity-related issues,
such as the enactment of cybersecurity legislation and the evaluation of banking clients' understanding of
cybersecurity (Bokhari, 2022). Furthermore, an approach to improve security and lessen account takeover
assaults is the implementation of risk-based authentication systems (Wiefling et al., 2021) There is a correlation
between concerns over privacy and security and monetary losses (Cheng et al., 2022). Both of these issues have
been identified as significant trust concerns (Wang and Shan, 2019) and barriers to the widespread use of mobile
commerce (Gao and Bai, 2019). To bank customers, privacy means that their private data is safe from prying
eyes and cannot be intercepted or stolen (Cheung and Lee, 2021; Mukherjee and Nath, 2021; Lee, 2022; Lee and
Turban, 2021; Littler and Melanthiou, 2022; McKnight et al., 2021). It abides by laws and codes of conduct,
such as those that forbid private companies and governments from using or misusing an individual's data
(Agranoff, 1991; Casald et al., 2022).

To help governments and businesses gauge the level of cyber maturity in their respective nations, Feakin et al.
(2019) created a "cyber engagement scale" comprised of indicators in the areas of governance, crime, the
military, business, and society. The presence, successful implementation, and functioning of cyber-related
structures are indicators of maturity, according to Feakin et al. (2019). They discovered that the Philippines'
government remains unresponsive, has inadequate enforcement, is unaware of cyber military challenges, and
fails to engage the private sector and industry in developing the digital economy through smart public policy.
Due to these vulnerabilities, the country has been subject to sophisticated cyberattacks, including e-mails laden
with viruses and malware, attacks on websites, and the laundering of illicit funds, among other crimes. "87
percent of Filipino internet users were identified as victims of crimes and malicious activities committed online"
(Avendano, 2019), according to a report by the Department of Justice (DOJ). From 2020 to 2019 (Felipe, 2019),
internet fraud was the most often reported cybercrime to the Philippine National Police. The "I Love You" virus
in 2021, government website hacking in 2021, the "Heartbleed Bug" in 2019, the hacking of the Commission on
Election (Comelec) website in 2016, and the Bangladesh Central Bank cyber heist in 2016 are all examples of
significant events of cybercrime in the Philippines.

In addressing these challenges, innovative strategies that efficiently integrate modern technologies, such as Al
and advanced electronic systems, are required (Stawicki et al., 2022). This is crucial for modern banking to
navigate the complexities of cybersecurity and ensure the confidentiality, integrity, and availability of financial
information. Additionally, the interconnected nature of safety and security in risk assessment emphasizes the
need for robust cybersecurity requirements that can be traced back to their source, such as a barrier (Meland et
al., 2019).The adoption of financial technology in online banking has been a subject of interest. Several foreign
literature pieces have contributed to understanding the factors influencing the adoption of financial technology
in online banking. Gdrska et al. (2022) highlighted attitudes towards online social interactions and technology
during the COVID-19 pandemic. The study identified psychological resilience, optimism, innovativeness, self-
efficacy, habit, social influence, risk-taking, and individuals' perception of their security online as traits and
factors moderating human-technology engagement and adoption. These findings are crucial in understanding the
psychological aspects influencing the adoption of financial technology in online bankingNugrahini & Alfian
(2021) focused on the impact of the continuance adoption of mobile payments. Their conceptual framework
emphasizes the role of technologies such as mobile banking in enabling users to access information about their
balances and transactions, thereby strengthening user adoption intentions. This framework contributes to
understanding the continued adoption of mobile payments, which is highly relevant to the context of online
banking. Ameen & Afsar (2023) address the impact of fintech on money laundering, noting the speed and
difficulty of detecting such operations in modern banking technology and highlighting the role of the Central
Bank of Iraq in granting licenses to fintech companies. This reference is relevant as it discusses the impact of
fintech on modern banking technology, particularly in the context of money laundering and regulatory aspects,
which are significant considerations in the adoption of financial technology in banking.On the other hand, the
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development of financial technology is currently growing, which can be seen in online shopping services and
access to fast and efficient banking services. This reference is relevant as it highlights the growth of financial
technology, particularly in providing fast and efficient banking services, which is pertinent to the adoption of
financial technology in modern banking Susanti et al. (2023).

Meanwhile, in the context of local banking, the role of local banks in providing access to capital and financial
services to the community is significant. Local banks tend to rely more on soft information, which can play a
crucial role in lending decisions, especially in regions where soft information could be more influential (Fairlie
et al., 2022). The study of small business lending and regulation for small banks also emphasizes the positive
effects of regulatory capital relief for the local economy (Srivastav & Vallascas, 2022). Moreover, networking,
especially connections with government officials, can substitute local institutions by addressing weaknesses in
legal enforcement, corruption, bureaucratic compliance, and non-transparent governance systems, thereby
impacting small business investment (Nguyen, 2021).An article by Hamsin et al. (2022) aims to investigate and
thoroughly assess the consistency of Islamic financial institutions in adopting Sharia principles. This is relevant
as it explores the application of Sharia principles in financial institutions during the COVID-19 pandemic,
providing insights into the dynamics of financial practices during challenging times. The adoption of digital
payment transfer technologies has been the subject of extensive research in recent years (Pal & Ansari, 2020).
highlighted the significance of mobile payments in facilitating convenient online transfer of funds, particularly
in the context of the COVID-19 crisis relief fund collection in India. This underscores the relevance of digital
payment mechanisms in addressing real-world challenges.

Additionally, Agrawal & Jain (2019) emphasized the importance of understanding people's behavior toward the
adoption and use of banking services, particularly in the context of digital financial inclusion in India. Their
focus on financial inclusion aligns with the broader goal of promoting the adoption of digital payment transfer
technologies to enhance financial accessibilityMeanwhile, Pal & Ansari (2020) contributed to the understanding
of mobile payments and online promotions in the context of crisis relief fund collection, shedding light on the
potential of online promotions paired with mobile payments to enhance security and transparency. This provides
valuable insights into the practical applications of mobile wallets in crises. Furthermore, Ankita & Trivedi
(2023) discussed the potential impact of blockchain and distributed ledger technology on future banking,
emphasizing the role of these technologies in increasing transparency and reducing costs, which could have
implications for mobile wallet transactions. This literature collectively underscores the multifaceted nature of
digital payment transfer adoption, encompassing technological, behavioral, and societal dimensions, particularly
in the context of mobile wallet usage.

Meanwhile, (Chauhan et al., 2019), the study highlights the positive impact of perceived usefulness, ease of use,
attitude, innovativeness, and perceived risk on consumers' intention to adopt Internet banking. This suggests that
factors such as perceived usefulness and ease of use play a crucial role in influencing consumer behavior in the
context of person-to-person financial technology adoption in online banking.Furthermore, (the Salem et al.,
2019) study's findings indicate that technology adoption propensity is a significant factor influencing customers'
usage of online banking services. The empirical evidence presented in the study emphasizes the importance of
this factor in the context of Palestinian customers' adoption of online banking. This aligns with the task as it
highlights the relevance of technology adoption in person-to-person online banking usage, providing valuable
insights for understanding the factors influencing adoption in this specific domain.The literature on financial
technology adoption, specifically focusing on digital payment transfer using robo-advisor applications, is crucial
for understanding the evolving landscape of financial services. Among the provided references, Szab¢ et al.
(2021) contributed to developing robo-advisors through design thinking-based ontology, which can provide
valuable insights into the technological advancements in digital payment transfer.

Additionally, Chen & Dastane (2022) discussed advanced technological factors affecting digital banking usage
intention, including artificial intelligence-based robo-advisors, which directly relate to the adoption of robo-
advisor applications in the financial sector. These studies offer valuable perspectives on the integration of robo-
advisor applications in digital payment transfer, highlighting the technological advancements and user intentions
in adopting such innovative financial tools.(Dahab & Bouglila, 2021) conducted a case study on E-payment
adoption during the pandemic, enriching the existing literature on E-payment adoption models, particularly in
the Moroccan market. The study provides valuable insights into the factors influencing E-payment adoption,
shedding light on the impact of the pandemic on the adoption of online financial servicesin contrast,
Etambakonga (2021) discussed the rise of virtual reality in online courses and the ethical issues and policy
recommendations associated with it. Although the focus is on virtual reality in online courses, the ethical
concerns and policy recommendations may provide insights into the ethical considerations in the adoption of
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financial technology in online banking, especially as online banking increasingly incorporates virtual and
augmented reality features.

The technological readiness (TR) paradigm (Parasuraman & Grewal, 2021) describes how users adapt to and
make use of emerging technologies. As a measure of consumers' openness to new technologies, SST adoption
can be influenced by TR (Liljander et al., 2022; Tsikriktsis, 2021). To better describe customers' intent to utilize
electronic services, C. H. Lin et al. (2022) developed the TRAM model by integrating the TAM and TR
components into a single model.In another study, Nguyen et al investigated Fintech applications' development in
the Vietnamese banking industry alongside identifying challenges to promote Fintech applications in the
banking and finance systems in Vietnam. This reference is relevant as it discusses the development and
challenges of promoting fintech applications in the banking and finance systems, providing insights into the
adoption of financial technology in the banking sector. The impact of a pandemic on financial institutions and
financial markets Ozili (2022). This addresses the impact of a pandemic on financial institutions, which is
crucial in understanding the challenges and dynamics of modern banking, especially in the context of adopting
financial technology.

Research on the use of financial technology (FinTech) in the banking industry is becoming increasingly
important, especially when it comes to digital banking. Many studies have looked at the relationship between
mobile banking and bank performance the impact of digital financial inclusion on banking stability (Galazova &
Maromaesa, 2019), and the strategic adoption of digital banking to boost competitiveness and maximize benefits
for shareholders.Furthermore, the research emphasizes how IT investments affect how clients become digital in
the digital age and how traditional banking operations change as a result (Carbo-Valverde et al., 2020;). In
addition, a great deal of research has been done on the elements influencing the uptake of digital bank services,
including trust, security, financial literacy, and brand image. In (2022, Sumaylo et al.). Talk about how digital
finance affects bank stability in the Philippines, emphasizing the framework the government has put in place to
innovate and enhance payment systems. This will help you grasp the background of FinTech adoption in the
nation. Burguillos & Cassimon (2021) investigate the variables influencing the expansion of financial inclusion
throughout the Philippine territories. It is pertinent because it offers insight into the factors that influence
financial inclusion, which is essential when discussing the use of financial technology in digital banking.

Awareness of the state of digital access and technology adoption in the Philippines requires an awareness of the
focus of this article, which is on mobile technology adoption Roberts and Hernandez (2019). Sahay et al., (2021)
the effects of financial technology adoption on the Philippine banking industry require an awareness of the role
that digital financial services play in promoting financial inclusion in emerging markets and developing
countries.Discusses how digital government may create new financial possibilities to boost economic growth
and make governance more effective and less corrupt (Mobo, 2022). This demonstrates the wider effects of
digitalization on financial development and governance and suggests that digital government programs might
help promote the use of financial technology in the Philippines.Cui's (2022) study sheds light on the correlation
between FinTech adoption and regional financial inclusion in China, emphasizing the disparities across areas
that utilize FinTech to promote financial inclusion. This study is pertinent because it addresses how FinTech
adoption affects bank risks and financial inclusion, which is a topic that is closely related to the challenge of
comprehending FinTech adoption in the banking industry.In their 2023 study, Chouhan et al. investigate how
FinTech is affecting India's traditional banking sector, paying special attention to the value propositions that
encourage the use of banking products or FinTech. Because it examines the elements that influence FinTech
acceptance and how it affects the banking industry, this study is relevant to the problem of understanding
FinTech adoption in banking.

The adoption of FinTech services by banks and its possible influence on bank efficiency are the main topics of
Maryunita & Nugroho's (2022) investigation on the relationship between FinTech innovation and bank
efficiency in Indonesia. This study is relevant because it addresses the problem of comprehending FinTech
adoption in the banking industry by offering insights regarding the technology's adoption from a bank-focused
perspective.Zhong-Qing together with others. Relevant to the objective, Zhong-ging et al. (2019) investigate
bank consumers' intentions to use FinTech services, offering insights into the variables driving FinTech service
acceptance in the banking industry.Nowroozi et al. (2023) discuss the assessment and security of cryptocurrency
wallets, emphasizing the growing demand for their usage due to speed, security, and the ability to conduct
transactions between two users without the need for a third party. While the reference focuses on cryptocurrency
wallets, it provides valuable insights into the factors driving the adoption of digital payment and transfer
technologies, such as mobile wallets and peer-to-peer transactions, within the online banking domain.
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Awwad (2023) investigates the uptake of FinTech in Palestine, stressing the dangers and obstacles of doing so
as well as the inclination toward conventional banking practices. This study is significant because it sheds light
on the difficulties of FinTech adoption in a particular banking environment. Rahman et al. (2020) relate the
technological acceptance model with perceived security and trust in adopting mobile banking for financial
services as they examine the intention to embrace mobile banking from a security viewpoint in Bangladesh.
Because it focuses on the adoption of FinTech-related services in the banking industry, this study is pertinent.

In keeping with the challenge of comprehending the adoption of FinTech in the banking sector, Pierri &
Timmer's (2021) study on the significance of technology in banking during a crisis is pertinent since it offers
insights into the implications of information technology in banking for financial stability. Additionally, using a
variety of technological adoption models and behavioral research, George & Sunny (2020) theoretically
investigated aspects impacting behavioral intention and actual usage of mobile wallets, offering a thorough
knowledge of the adoption process. Lin et al. (2022) discuss default risk prediction and feature extraction using
a penalized deep neural network in the context of online peer-to-peer lending platforms. Specifically, it
highlights the direct lending process between individuals through online platforms, which is relevant to the peer-
to-peer transfer aspect of financial technology adoption in online banking. Furthermore, Lacap (2022)
investigated the adoption of mobile wallets in the Philippines using a Partial Least Squares Path Modelling
technique, offering insights into the usability and mediation elements of adoption.Furthermore, as evidence of
the influence of outside forces on adoption, Garg & Goyal (2020) highlighted the rise in awareness of mobile
wallet usage in India as a result of government initiatives like demonetization, which coerced people into using
mobile wallets.

Eren (2023) explores the antecedents of robo-advisor use intention in private pension investments, shedding
light on the factors influencing individuals' intention to use robo-advisors in an emerging market country. The
study's focus on trust and financial risk tolerance aligns with the task's interest in robo-advisors' applications
within the context of financial technology adoption in online banking. Additionally, the reference highlights the
relevance of trust in shaping individuals' attitudes towards financial risk, which is crucial in understanding the
adoption of digital payment and transfer technologies, such as mobile wallets and peer-to-peer transactions,
within the online banking domain.

Mew & Millan (2021) also emphasized the main motivators and barriers to consumers' intention to use financial
mobile apps, connecting Social Influence (SI) to the desire to use mobile credit cards, mobile payments, and
mobile banking.Similarly, Gbongli et al. (2019) emphasized the usefulness of well-established models in a
variety of situations by extending the Technology acceptability Model to forecast mobile-based money
acceptability and sustainability in poor nations.Chou et al. (2023) focus on the complementary effects of bank
intangible value binding in customer robo-advisory adoption. This provides valuable insights into the adoption
of robo-advisors' applications within the context of online banking. The emphasis on the importance of bank
intangible value binding in customers' robo-advisory adoption aligns with the broader theme of financial
technology adoption in online banking, particularly in the context of robot advisor applications. The process of
adopting mobile banking is complex and impacted by several variables, such as perceived utility, perceived
usability, risk, trust, and social influence (Leon, 2019). underlined the need to expand on current models and add
to the body of knowledge on factors influencing the use of mobile banking in the Philippines. The research also
stressed the importance of ease, security, and trust in shaping adoption behavior. In highlighting the ease that
mobile wallets provide, Enkono & Suresh (2020) for example, noted that m-banking enables users to transfer
money from their bank accounts to other users' electronic wallet accounts.

In addition, systematic mapping research (Alexandri et al., 2023) found the influence of FinTech on investment
decision-making in ASEAN banking. This is an important consideration. Peer-to-peer lending, blockchain
technology, mobile banking, and advising platforms are the four major FinTech technologies that influence
investment decision-making in ASEAN banking, according to this study, which reviewed 128 pertinent papers.
Measuring the potential uptake of FinTech in the Philippines requires an understanding of these technologies'
effects.

Synthesis : The adoption of mobile banking has been sluggish in the Philippines, despite a high mobile phone
subscriber rate. This can be attributed to issues such as restricted access to financial services, dependence on
cash transactions, and apprehensions over novel financial technologies. The hesitation can be attributed, in part,
to the dread of phishing attempts, as Sonowal (2022) points out. Phishing has become a common problem in
recent times. Zeus malware and the Anubis Trojan present additional risks, highlighting the necessity of
effective cybersecurity defenses. The study conducted in Indonesia by Najib and Fahma (2020) highlights the

[Volume 6 | Issue 3| WwWw.ijmcer.com | 588 |



Cyber security Challenges And Financial Technology Adoption...

significance of trust in SMEs' adoption of digital payment systems and identifies variables affecting attitudes
toward technology.Protecting against cybersecurity threats—most notably, credentials theft—is critical in
today's digital banking environment. Phishing is a serious risk since it uses deception to obtain private
information (Rahim ZA& Basheer, 2021). According to Riadi et al. (2023), users should take precautionary
steps including app vetting and software updates in light of Anubis's range of malicious capabilities, which
include SMS spamming and remote access control. Castell (2020) draws attention to Zeus's versatility and how
it's used in phishing scams directed at online banks. Further observations from Rahim ZA & Basheer (2021),
Tharani and Arachchilage (2020), and Chaki et al. (2019) highlight the growing threats that SQL injection and
phishing assaults represent to the banking industry. To fight corruption, particularly in financial institutions,
Holovkin et al. (2021) emphasize the necessity of improved cybersecurity measures.

Ameen and Afsar (2023) shed attention on the difficulties in identifying money laundering in the context of the
swift progress in financial technology (fintech) and underscore the regulatory function of organizations such as
the Central Bank of Irag. Susanti et al. (2023) highlight fintech's impressive rise, especially in terms of
improving banking efficiency and online buying services, which is a sign of its growing incorporation into
contemporary financial practices. In-depth analyses of local banks' critical roles are provided by Fairlie et al.
(2022) and Srivastav & Vallascas (2022), who highlight the banks' contributions to capital availability and the
benefits of regulatory relief for small banks and local economies—particularly in the area of small business
lending.Morgan et al. (2020) explore the broad cybersecurity concerns in modern banking and emphasize the
importance of deep learning and artificial intelligence integration, as well as good risk assessment. The fintech
sector, which is intimately associated with the banking business, offers a range of opportunities and problems.
These include the need to navigate intricate regulations, mitigate cybersecurity threats, and cultivate consumer
trust (Ameen & Afsar, 2023). Research on Al-based techniques for phishing attack detection, as done by Basedit
et al. (2020), highlights how cyber threats are constantly changing and how important customized security
solutions are.

The use of financial technology in banking is a worldwide phenomenon, with research covering a range of
nations and areas. Sumaylo et al. (2022) provide evidence from research conducted in the Philippines showing
the government's framework is critical to innovation and the improvement of payment systems. According to
Ozili (2022), the pandemic's effects on financial institutions shed light on the dynamics and difficulties of
contemporary banking, particularly the adoption of financial technology. The literature explores user intentions,
security issues, and the effects of government actions concerning the deployment of financial technology in
banking. Research from a range of nations, including India (Gbongli et al., 2021) and China (Zhong-ging et al.,
2021), adds to our understanding of the global trends in FinTech adoption. Studies such as Leon (2020) and
Enkono & Suresh (2020) illustrate the complexity of the adoption process wherein perceived usefulness,
usability, risk, trust, and social influence all play a role.

A comprehensive knowledge of this dynamic landscape is made possible by the global nature of cybersecurity
risks, the significance of confidence in the adoption of new technologies, and the diverse effects of FinTech on
the banking systems of other nations. To tackle these obstacles, cooperative endeavors, inventive tactics, and a
profound comprehension of the constantly changing technological and regulatory landscapes inside the financial
industry are needed.Eren (2023) explores the elements that precede the intention to use robo-advisors,
highlighting the importance of trust and financial risk tolerance in influencing people's perceptions of the use of
these emerging market robo-advisors. Mew & Millan (2021) and Chou et al. (2023) make additional
contributions to this discussion by analyzing the factors that encourage and hinder users of robo-advisors and
financial mobile apps, respectively. They emphasize the significance of social influence and intangible value
binding. By highlighting the suitability of existing models in predicting the acceptability and sustainability of
mobile-based money in low-income nations, Gbongli et al. (2019) expand on this conversation.

Research Gap : The examination of the literature delves deeply into the prospects and problems surrounding
mobile banking, cybersecurity, and the adoption of financial technology in the Philippines. There are study gaps
despite the abundance of available data. Furthermore, it is imperative to assess the efficacy of extant
cybersecurity protocols and investigate the legislative frameworks that may influence fintech innovation. It is
still unclear how financial literacy affects people's views of security and trust, particularly when it comes to the
use of fintech and digital banking. Filling in these gaps will improve knowledge of the intricacies of financial
technology, cybersecurity, and mobile banking in the Philippine setting.

V. RESEARCH METHODOLOGY
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In this chapter, it discusses the methods employed for collecting and analyzing data. It includes an explanation
of the research design the individuals who participated in the study the tools utilized the steps taken during data
collection and the statistical analysis conducted.

Research Design : This study assessed the relationship between cybersecurity challenges and BPI clients'
adoption of modern banking procedures at the Bifian and San Pedro branches using a descriptive correlational
methodology within a quantitative framework. The descriptive correlational design focuses on the relationships
between these variables in addition to describing their current state. Finding patterns, evaluating correlations,
and delving deeper into the relationships between variables like cybersecurity knowledge, frequency of financial
technology use, and perceived risks are all made possible with this technique. A carefully chosen sample of
clients will be given structured questionnaires to complete to gather as much information as possible about their
perspectives and experiences with cybersecurity challenges and the use of financial technology.

Respondents of the Study : The research carefully determines its participants from the customer base of the
Bank of the Philippine Islands (BPI) in Bifian and San Pedro Laguna. This study is conducted during the
academic year 2023-2024. A sample size of 50 was determined from the total population. Quota sampling is a
method of non-probability sampling where samples are selected based on the probability proportionate to the
distribution of a variable in the population (Rukmana, 2014). This approach allows the research to encompass a
broad spectrum of viewpoints, enhancing our comprehension of the relationship between cybersecurity
protocols and bank customers' adoption of financial technology.

Sampling Procedure : To ensure a balanced representation of the various customers, a representative subset of
BPI clients from the Bifian and San Pedro branches was carefully gathered for the study using quota sampling.
A quota is set to guarantee that each segment of the population is sufficiently represented in the sample in quota
sampling, a non-probability sampling technique in which the population is divided into discrete groups. The
rationale behind using this particular method is its ability to accurately reflect the demographic characteristics of
the sample, which in turn improves the findings' applicability and precision.

The target demographic is the Bank of the Philippine Islands customers in the Cavite South Laguna region,
which includes the Bifian Pavilion Mall, Bifian Capinpin, Bifian Bonifacio, Bifian Southwoods Mall, San Pedro
Pacita, and San Pedro branches. For this study, fifty clients—a mix of those from Binan and San Pedro—will be
chosen. By ensuring that every branch is fairly represented in the sample, this technique offers a thorough
overview of the experiences and viewpoints of the clients in various regions.The quota sampling approach is
beneficial since it enables a systematic and fair representation of clients from each branch, guaranteeing that the
results are impartial and representative of the total clientele. To correlate the sample with the real distribution of
clients and enhance the study's validity and applicability to the larger population of BPI clients, participants
were selected by specified quotas established for each branch.

Instrumentation and Validation : The self-made questionnaire underwent rigorous validation, including
expert review by field specialists, ensuring its relevance and accuracy in capturing essential data for the research
study which seeks to examine the cybersecurity challenges and financial technology adoption faced by BPI
clients at the Bifian and San Pedro branches. A 4-point Likert scale for detailed responses was utilized, and the
first section explored how clients perceive BPI's cybersecurity challenges. In the second section, the technology
innovation was measured. A pilot test with a small number of BPI clients is carried out before the survey is fully
implemented.

Evaluation and Scoring : The table below was used for the evaluation and scoring of the instrument to
determine the Level of Cybersecurity Challenges.

Score Numerical Categorical Response Verbal Interpretation
Range

4 3.50- 4.00 Strongly Agree Highly Experienced

3 2.50- 3.49 Agree Experienced

2 1.50- 2.49 Disagree Sometimes Experienced

1 1.0-1.49 Strongly Disagree Not Experienced

The table below was used for the evaluation and scoring of the instrument to determine the Level of Financial
Technology Adoption in Online Banking.
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Score Numerical Range Categorical Response Verbal Interpretation
4 3.50- 4.00 Strongly Agree Highly Adopted

3 2.50- 3.49 Agree Adopted

2 1.50- 2.49 Disagree Moderately Adopted

1 1.0-1.49 Strongly Disagree Not Adopted

Data Gathering Procedure : The researcher provided a consent form to both the company and the respondents,
detailing the objectives and procedures of the online survey. This document sought permission for the
respondents to participate in the survey and emphasized the voluntary nature of their involvement. This dual
strategy guarantees greater involvement and respondent convenience. It is supported by the work of statisticians
such as Florence Nightingale, who highlighted the significance of adaptable data collection methodologies. The
in-person approach occurred in the Bifian and San Pedro branches, enabling face-to-face communication and
prompt action. Simultaneously, the questionnaires are accessible online for individuals who would instead
participate digitally, expanding the study's scope and inclusion.

Statistical Treatment of Data : The following statistical tools were used to analyze the research questions such
as frequency and percentage distribution, weighted mean, and person r. The mean, or average, is the sum of all
the data points in a set divided by the total number of data points (Turner, 2013). Using this measure of central
tendency, SOP 1 and 2, the researcher will use a 4-point Likert scale to summarize the respondents' ratings of
the clients' cybersecurity challenges and financial technology adoption of BPI.

Ethical Considerations : Throughout the investigation, the researcher carefully followed ethical standards.
Formal authorization was acquired from the managers of the chosen Bifian and San Pedro BPI branches to
collect data. Informed permission letters outlining the goals, methods, and respondent rights were given to BPI
clients who will participate in the survey. These rights included the ability to remain anonymous, the ability to
participate voluntarily, and the freedom to withdraw their participation at any moment. Additionally,
participants were free to choose not to respond to any questions that would make them uncomfortable.
Participants were informed of the anticipated length of the survey and how their data would be used to guarantee
ethical compliance in in-person and online survey methods. Clear guidelines and permission procedures will
be established on the digital platform for the online survey. Participants are guaranteed access to the results once
it isover, and they may check them over and ask for changes or omissions to protect their privacy and
preferences. These steps were done to preserve the study's integrity and safeguard each participant's rights and
welfare.

V. PRESENTATION, INTERPRETATION, AND ANALYSIS OF DATA
The interpretation and analysis of the data collected to address the study's research problems are presented in
this chapter. The discussion proceeds according to the order in which the problem statement is presented in the
first chapter.

The level of cybersecurity challenges experienced by bank clients : The objective of this study is to

determine the level of cybersecurity challenges in terms of Phishing Attempts, Credential Stealing, and Account
Takeover.

Table 1.1
Cybersecurity Challenges in Terms of Phishing Attempts.
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Indicators Mean Verbal Rank
Interpretation

1. Sometimes | come across fake websites or links that
look a lot like the official site of my bank. This could
cause me to get confused and pose a security risk. 2.46 E 2

2. | often get emails or texts from people | don't know
asking for private information like account numbers 2.72 HE 1
or passwords, saying they are from my bank.

3. I've had problems or delays getting my bank's

customer service or security team to fix security 2.1 SE 4
issues.

4. I'm not sure if the security steps my bank has put in
place to protect my personal and financial information  2.42 SE 3
are working.

5. There have been purchases or activities that don't
seem right in my bank account, which could be signs 1.86 SE 5
of fraud or a security breach.

Average Weighted Mean 231 E

Legend: 3.50-4.00 Highly Experienced (HE) 2.50-3.49- Experienced (E) 1.50 -2.49 Sometimes Experienced
(SE) 1-1.49 Not Experienced (NE)

Table 1.1 revealed the highest weighted mean of 2.72 was the indicator “ | often get emails or texts from people
I don't know asking for private information like account numbers or passwords, saying they are from my bank”
and the lowest weighted mean of 1.86 was indicator “ There have been purchases or activities that don't seem
right in my bank account, which could be signs of fraud or a security breach.” To sum up the average weighted
mean is 2.31 verbally interpreted as “Experienced” This means that the attackers are using advanced strategies.
To make their communications seem authentic, they could include official-looking logos, convincing wording,
or even fictitious email accounts. They may also use social engineering strategies to instill panic or a sense of
urgency, which would force listeners to take action without first confirming the legitimacy of the information.

The level of cybersecurity challenges faced by bank clients, particularly concerning phishing attempts, has been
extensively explored in recent academic research. Li and Liu (2021) undertook a comprehensive analysis
delving into the intricate cyber threats confronting banking institutions. Their study underscored the alarming
sophistication of phishing tactics wielded by malicious actors, highlighting the ever-evolving nature of these
threats. Similarly, Trendmicro.com (2019) further substantiated these findings in their research, noting a
discernible uptick in the frequency and complexity of phishing attempts targeting bank clients in recent years.
Their analysis illuminated the relentless adaptability of cybercriminals, who continually refine their methods to
exploit vulnerabilities in financial systems. Moreover, the imperative for bolstered cybersecurity measures was
underscored by Cristian (2023) in their seminal study. They emphasized the pressing need for proactive
strategies to counteract the escalating menace posed by phishing attacks on financial institutions and their
clientele.

Table 1.2
Cybersecurity Challenges in Terms of Credential Stealing.

Indicators Mean Verbal Rank
Interpretation

1. I'm overwhelmed by the number of passwords I need to

remember for online services, including banking, which

increases credential theft risk. 2.82 E 3
2. | have seen changes made without my permission to my

account settings or personal information. This could mean

someone else got in without my consent because my

credentials were stolen. 2.14 SE 5
3. There have been times when someone got my login

information and used it to get into my bank account without

my permission. 3.08 E 1
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4. Recovering from a credential theft event is a time-

consuming and inconvenient process that involves changing

passwords and checking transactions. 2.56 E 4
5. I'm not sure how safe it is for third-party apps or services

that connect to my bank account to store my login

information. 2.92 E 2

Average Weighted Mean

2.70 E

Legend: 3.50-4.00 Highly Experienced (HE) 2.50-3.49- Experienced (E) 1.50 -2.49 Sometimes Experienced (SE)
1-1.49 Not Experienced (NE)

Table 1.2 revealed the highest weighted mean of 3.08 was the indicator of “There have been times when
someone got my login information and used it to get into my bank account without my permission” and the
lowest weighted mean of 2.14 was the indicator of “I have seen changes made without my permission to my
account settings or personal information. This could mean someone else got in without my consent because my
credentials were stolen.” To sum up the average weighted mean is 2.70 verbally interpreted as “Experienced”
This means credential theft appears to be a significant issue, especially when it comes to bank account access,
according to the data. While modifications to personal information or account settings are less frequent, they
nonetheless raise concerns. Unauthorized entry is a big issue when it occurs frequently. These findings
underscore the pressing need for enhanced security measures to mitigate the risk of unauthorized access and
data breaches. Addressing these challenges is crucial for bolstering trust and confidence in online banking
systems.The cybersecurity issues found fit with more general patterns that have been documented in previous
research. One example of the frequency of unauthorized access concerns is the 72% of firms surveyed by
Cybersecurity Insiders that reported an increase in account takeover threats (Cybersecurity Insiders, 2023).
Concerns about third-party integration security are also in line with research from the Ponemon Institute, which
showed that 60% of businesses had a data breach brought on by a third-party vendor (Ponemon Institute, 2022).
Furthermore, the difficulty in keeping track of several passwords is consistent with the opinions expressed by
LastPass's survey respondents, of whom 59% acknowledged sharing passwords between other accounts, hence
increasing the possibility of credential theft (Fremery,2021).

Table 1.3
Cybersecurity Challenges in Terms of Account Takeover.
Interpretation Mean Verbal Interpretation Rank

1. The convenience of accessing banking services

through multiple devices and platforms increases the risk

of unauthorized access to my accounts. 3.1 E 1
2. The lack of timely notification from my bank about

suspicious activity or potential account takeover

incidents undermines my confidence in their security

measures. 2.98 E 2
3. Seeking to reclaim access to my accounts after an

account takeover event was a frustrating process due to

the slow response times and bureaucratic difficulties. 2.76 E 5
4. Regular security updates and fixes for online banking

systems make them more likely to be used by fraudsters

who want to get into accounts without permission. 2.84 E 4
5. The increasing number of data breaches in numerous

businesses raises the possibility of my personal

information being revealed, making it easier for hackers

to stage account takeovers. 2.9 E 3

Average Weighted Mean | 2.92 | E |

Legend: 3.50-4.00 Highly Experienced (HE) 2.50-3.49- Experienced (E) 1.50 -2.49 Sometimes Experienced
(SE) 1-1.49 Not Experienced (NE)

Table 1.3 revealed the highest weighted mean of 3.1 was the indicator “The convenience of accessing banking
services through multiple devices and platforms increases the risk of unauthorized access to my accounts” and
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the lowest weighted mean of 2.76 was the indicator “Seeking to reclaim access to my accounts after an account
takeover event was a frustrating process due to the slow response times and bureaucratic difficulties.” To sum
up the average weighted mean is 2.92 verbally interpreted as “Experienced” This means that the difficulty of
recovering access after account takeover incidents further emphasizes how serious the problem is. All things
considered; increased protection is required to thwart unwanted access to bank accounts.

Supporting these findings, recent studies have emphasized the escalating threat landscape of account takeover
incidents. For instance, the Identity Theft Resource Center reported a 72% increase in such incidents over the
past year (Alder, S. (2024). Kisters, (2023) emphasizes the growing prevalence of cybersecurity threats in our
interconnected world. He highlights the importance of taking proactive steps to safeguard personal data amidst
rising incidents of hacking, ransomware, and other malicious attacks. Sharma, L. (2024) underscores the
significance of regular software and device updates as a vital measure in maintaining robust cybersecurity
defenses. Furthermore, these updates are essential for staying ahead of cybercriminals who constantly evolve
their tactics, ensuring that any discovered security vulnerabilities are promptly addressed. Additionally, updates
often introduce new features and enhance performance, their primary purpose is to bolster security and protect
users' data.

2. The Level of Financial Technology Adoption on Online Banking: The objective of this study is to
determine the level of financial technology in terms of digital payment and transfer using mobile wallets, peer-
to-peer, and, robo advisors applications.

Table 2.1

Financial Technology Adoption in terms of Digital Payment and Transfer using Mobile Wallets.

Indicators Mean | Verbal Rank
Interpretation

1. The bank has confidence in the security and reliability of mobile

wallet transactions for digital payments conducted through online

banking. 3.44 A 3
2. The bank values the effectiveness of customer support services in

addressing queries or issues related to mobile wallets within online

banking. 3.26 A 4
3. The bank understands and prioritizes customers' concerns about the

security of their personal and financial information when using mobile

wallets for digital transactions within online banking. 3.22 A 5
4. The bank is enthusiastic about exploring and implementing

emerging features or technologies that enhance the functionality of

mobile wallets within online banking, catering to our customers'

evolving needs and preferences. 35 HA 2
5. The bank advocates for online banking platforms to provide

educational programs aimed at enhancing users' awareness of safe and

effective mobile wallet usage, promoting financial literacy and

security among our customers. 3.68 HA 1

Average Weighted Mean 342 | HA |

Legend: 3.50-4.00 Highly Adopted (HA) 2.50-3.49- Adopted (A) 1.50 -2.49 Moderately Adopted (MA) 1-
1.49 Not Adopted (NA)

Table 2.1 revealed the highest weighted mean of 3.68 was the indicator “ The bank advocates for online banking
platforms to provide educational programs aimed at enhancing users' awareness of safe and effective mobile
wallet usage, promoting financial literacy and security among our customers” and the lowest weighted mean of
3.22 was indicator ““ The bank understands and prioritizes customers' concerns about the security of their
personal and financial information when using mobile wallets for digital transactions within online banking..”
To sum up the average weighted mean is 3.42 verbally interpreted as “Highly Adopted” This means that
financial technology is widely used, especially for digital payments and transfers made with mobile wallets.
Proactive behavior is demonstrated by the bank's support of educational initiatives aimed at raising user
knowledge and giving priority to consumer concerns about security. Innovative digital payment solutions are
being embraced in a positive trend, as seen by the high degree of adoption observed in these domains. A study

[Volume 6 | Issue 3| WwWw.ijmcer.com | 594 |



Cyber security Challenges And Financial Technology Adoption...

by Bashir et.al (2023) emphasizes the significance of educational initiatives in promoting consumer confidence
and adoption of digital payment solutions. Similarly, a report by McKinsey emphasizes the critical role of
technological innovation in meeting evolving customer needs and expectations in banking Haines, C. (2022).
Furthermore, research by the Jafri et.al (2023) underscores the importance of trust and security in driving
consumer adoption of mobile payment technologies. These provide robust support for the prioritization of
customer education, innovation, and trust-building efforts observed in the adoption of mobile wallet technology
within online banking.
Table 2.2
Financial Technology Adoption in terms of Digital Payment and Transfer using Peer-to-Peer

Indicators Mean | Verbal Rank
Interpretation

1. The bank observes that many customers regularly engage in

Peer-to-Peer (P2P) transactions for digital payments and transfers

through the online banking platform, indicating the widespread

adoption of this convenient payment method. 344 A 5
2. The bank expresses interest in and values enhanced security

measures, such as biometric authentication, for securing Peer-to-

Peer (P2P) transactions within the online banking platform,

prioritizing the protection of customer transactions and data. 3.6 HA 3
3. The bank holds expectations for future enhancements or features

in Peer-to-Peer (P2P) transactions within the online banking

platform, anticipating speed improvements and expanded

functionalities to meet evolving customer needs and preferences. 3.68 HA 1
4. . The bank acknowledges that many customers find the user

interface of their online banking platform to be user-friendly and

convenient for making digital payments, enhancing their overall

banking experience. 3.62 HA 2
5. The bank acknowledges that some customers show a preference

for Peer-to-Peer (P2P) transactions over traditional transfer

methods (e.g., wire transfers) within online banking, highlighting

the convenience and efficiency of P2P transactions for their

banking needs. 3.5 HA 4

Average Weighted Mean | 357 | HA |

Legend: 3.50-4.00 Highly Adopted (HA) 2.50-3.49- Adopted (A) 1.50 -2.49 Moderately Adopted (MA) 1-
1.49 Not Adopted (NA)

Table 2.2 revealed the highest weighted mean of 3.68 was the indicator “ The bank holds expectations for
future enhancements or features in Peer-to-Peer (P2P) transactions within the online banking platform,
anticipating speed improvements and expanded functionalities to meet evolving customer needs and
preferences.” and the lowest weighted mean of 3.44 was indicator “ The bank observes that many customers
regularly engage in Peer-to-Peer (P2P) transactions for digital payments and transfers through the online
banking platform, indicating the widespread adoption of this convenient payment method.” To sum up the
average weighted mean is 3.57 verbally interpreted as “Highly Adopted” This means to adapt to changing
client needs, the bank plans to improve P2P transactions in the future. Despite this, a large number of users
routinely use the online banking platform to conduct P2P transactions.

Lara et.al (2023) indicates that explore the factors influencing individuals' intentions to use peer-to-peer (P2P)
mobile payment services, considering the relatively low adoption rates despite the ubiquity of mobile
technology. Through a comprehensive literature review, the paper identifies key determinants of mobile
payment adoption. Subsequently, logistic regression analysis reveals six significant variables affecting P2P
payment intentions: ease of use, perceived risk, personal innovativeness, perceived usefulness, subjective norms,
and perceived enjoyment. Acopiado et.al (2023) Businesses in the Philippines must go digital as a result of the
economic recovery following the COVID-19 epidemic. Their business activities can carry on under the new
normal thanks to this innovation. One of the frequently suggested company recovery strategies that the
government supports is the use of digital payments.
Table 2.3
Financial Technology. Adoption in terms of Robo-advisors application
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Indicators Mean | Verbal Rank
Interpretation

1. The accessibility of Robo-advisors contributes to the

convenience of managing financial transactions online. 3.3 A 1
2. The user interface and experience of Robo-advisors in online

banking are intuitive and user-friendly. 3.24 A 2
3. The level of transparency in Robo-advisors' recommendations

and actions within online banking is satisfactory. 3.14 A 4

4. The integration of artificial intelligence and machine learning
in Robo-advisors positively influences my trust in online banking

services. 3.2 A 3
5. Robo-advisors' applications have improved the speed and

efficiency of financial transactions in online banking. 3.08 A 5
Weighted Mean 1319 [A

Legend: 3.50-4.00 Highly Adopted (HA) 2.50-3.49- Adopted (A) 1.50 -2.49 Moderately Adopted (MA) 1-
1.49 Not Adopted (NA)

Table 2.3 revealed the highest weighted mean of 3.30 was the indicator “ The accessibility of Robo-advisors
contributes to the convenience of managing financial transactions online.” and the lowest weighted mean of 3.08
was the indicator “ Robo-advisors' applications have improved the speed and efficiency of financial transactions
in online banking.” To sum up the average weighted mean is 3.19 verbally interpreted as “Adopted” This
means financial technology is being adopted more and more, especially in online banking where robo-advisor
apps are integrated. The ease of doing financial transactions online is greatly enhanced by the availability of
robo-advisors, which also speed up and improve transaction efficiency. The degree of acceptance of robo-
advisor programs in online banking is generally seen as Adopted, indicating that consumers generally accept
and make use of these tools and that there is an increasing dependence on technology to make financial
management duties easier.

Sharma, N. (2024) emphasizes that Robo advisors feature a user-friendly interface (UI) for seamless interaction
via web and mobile apps, collecting and managing user information efficiently. Their algorithmic engine applies
modern portfolio theory and risk assessment to offer personalized investment advice, determining optimal asset
allocation. Nakatsuma, T. (2021) portfolio management system executes these strategies, handling trades and
monitoring performance. Security measures, including encryption and compliance features, safeguard user data
and assets. While largely automated, robo-advisors often provide customer support and educational resources,
from FAQs to access to human advisors, enhancing user experience and comprehension.

Table 3.1 Test of Significant Relationship between the Level of cybersecurity challenges experienced by bank
clients and financial technology adoption in online banking.

Table 3
Test of Significant Relationship Between Cybersecurity Challenges and Financial Technology Adoption

Financial

Cybersecurity Technology

Challenges Adoption r Value p-value Remarks Description
Mobile Wallet -0.129 0.37195 Not Significant Accept Ho

Phishing Attempt  Peer-to-peer -0.183 0.20283 Not Significant Accept Ho
Robo-advisors
applications 0.055 0.70622 Not Significant Accept Ho
Mobile Wallet 0.033 0.81811 Not Significant Accept Ho

Credentials Stealing  Peer-to-peer 0.027 0.85415 Not Significant Accept Ho
Robo-advisors
applications 0.201 0.16132 Not Significant Accept Ho
Mobile Wallet 0.093 0.52017 Not Significant Accept Ho
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Account Takeover

Peer-to-peer

0.042

0.77083

Bank Security Measures

Not Significant

Accept Ho

Cybersecurity Preventive Measures Detective Measures Corrective Measures
Challenges
Regular cybersecurity Employ cutting-edge email filtering | Banks conduct post-event
training sessions are held systems to instantly identify and assessments and analyses to
by banks to inform staff stop phishing emails before they are | draw lessons from security
members about potential received by users. Suspicious trends | breaches and pinpoint areas in
dangers such as phishing can also be found by keeping a need of development. Banks
scams and social close eye on incoming email may adjust to changing
engineering techniques. By | correspondence. Install systems that | cybersecurity issues and better
Phishing increasing knowledge and | examine transaction patterns and safeguard their assets and
Attempt encouraging best practices, | user behavior to find any odd or clients by implementing
staff members become suspicious activities that might regular security measure
more watchful and capable | point to a phishing attempt or enhancements, revising
of identifying and handling | compromised account. policies and processes, and
security threats. keeping up with emerging
threats.
Sensitive data, such as The bank's security measures Banks perform forensic
financial transactions and include the implementation of investigations following a
customer information, is systems to track user login patterns, | security incident to identify
protected by encryption in | device fingerprints, and other the underlying cause, evaluate
banks, whether it is being activities to identify abnormalities the degree of damage, and get
Credentials transferred over networks | that could point to unlawful access | information for legal or
Stealing or kept in databases. This or credential theft. Through the regulatory requirements.
procedure ensures that the | examination of these data points, Banks can use forensic
data is secure and the bank can spot anomalies like analysis to better understand
confidential even if it is strange device usage or unexpected | how the breach happened and
intercepted by rendering it | logins, which allows them to react put precautions in place to
unreadable to anyone quickly to any security risks. The stop it from happening again.
lacking the necessary bank's cybersecurity posture is
authorization. strengthened by this proactive
approach, which immediately
addresses new risks and protects
sensitive assets from illegal access
or data breaches.
To enhance security, Implement Al-driven anomaly The recovery of hacked
multi-factor authentication | detection systems that watch user accounts requires strong
(MFA) requires users to behavior and transactional activity | support and unambiguous
supply more information all the time to identify trends that instructions from financial
than simply their password | deviate from the norm and could be | institutions, which are critical
to access their accounts signs of attempted account components of any customer
and complete transactions. | takeover. service plan. In the case of a
Usually, it combines Establish automated alerts to let security breach or suspected
Account something the person security teams know about illegal access, users require
Takeover has—Ilike a smartphone or | unauthorized access attempts or easily understandable

physical token—with
something they know—
like a password—or
something they are—Ilike a
fingerprint or other
biometric information.
MFA improves overall

questionable login activity so they
can look into it quickly and take
appropriate action.

instructions on how to quickly
and efficiently retake control
of their accounts. This
assistance could come in the
form of detailed instructions
for changing passwords,
stopping transactions to stop
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account security by more illegal conduct, or
making it far more difficult starting fraud investigations to
for unauthorized people to minimize any possible

access sensitive data or financial damages. It is

carry out fraudulent important to have open lines
activities by demanding of contact with consumers
several forms of during these procedures, both
verification. online and off, so they feel

encouraged and equipped to
take the required precautions
to safeguard their financial
assets.

Table 4 Bank Security Measures

Banks use a range of preventive techniques to improve cybersecurity. Frequent staff training sessions help
employees recognize and successfully respond to security threats by increasing their understanding of phishing
scams and social engineering techniques. Sensitive information is shielded with encryption both during
transmission and storage, guaranteeing its privacy even if it is intercepted. Furthermore, multi-factor
authentication (MFA) strengthens security by requiring several verification methods, like passwords, biometrics,
or tangible tokens. This makes it more difficult for unauthorized users to access accounts or carry out fraudulent
operations.

Banks deploy detective techniques such as sophisticated email filtering to stop consumers from receiving
phishing emails and tracking incoming email traffic for unusual patterns. The analysis of transaction patterns
and user behavior looks for anomalies that might point to hacked accounts or possible phishing attempts. To
detect anomalies and enable timely reaction to security threats, systems monitor login patterns, device
fingerprints, and other activity. While automated warnings tell security teams of unauthorized access attempts or
questionable login activity so they may take immediate action, Al-driven anomaly detection systems
continuously monitor user behavior and transactional activity to discover trends deviating from the usual.

In the aftermath of security breaches, banks enhance security protocols, update policies, conduct incident
assessments to learn from them, and adopt corrective actions. To find the sources of breaches, evaluate the
harm, and satisfy legal requirements, forensic investigations are conducted. Account recovery requires a
banking institution's strong cooperation and unambiguous instructions, which include changing the password,
stopping transactions, and starting a fraud inquiry. Customers who feel empowered to safeguard their financial
assets are guaranteed by open lines of contact.

[Volume 6 | Issue 3| WwWw.ijmcer.com | 598 |




Cyber security Challenges And Financial Technology Adoption...

CYBERSECURITY SECURITY RISK AND IMPACT SECURITY TIPS FOR USING
CHALLENGES OF USING ONLINE BANKING ONLINE BANKING
, —
[ J \ : =
| TeeammzaeS Tl et ke Lnghinats haka wat evk

for your sensitive info via

to suffer Large financial phone or email

losses.

Phishing Attempts

01001

Make sure the website

Financial organizations, pr?teo:ting.your online

Credentials Stealing notably banks, are commonly banking is using encryption
targeted in data breaches, when you login.
posing risks to the security
and privacy of personal and

financial information stored

by these institutions.

( a ?‘ Only download your bank’s
ﬂ G) mobile app from authorized
\e stores like Google Play or
Account Takeover Apple Store for regular

A to malici security updates.
websites through fake 8
QR codes “l ‘

Avoid Public Wi-Fi. Use
mobile data or password-
protected Wi-Fi.

Compromise of a mobile

device or digital wallet
account.

Boost security with 2FA:

Adds extra verification

beyond passwords, like
phone codes.

Compromised account
and login credentials.

Keep yourseif updated about
I o p o s e u “ typical scams involving

online banking and security

L 3 -
Security Tips
yourself safe from harm.

Table 5. Bank Security Tips

Users may experience negative effects and serious security hazards when using online banking. Transactions
that are unlawful or fraudulent might cost a significant amount of money. Data breaches frequently target
financial institutions, most notably banks, exposing consumers' private and sensitive financial information to
possible exposure. Malicious NFC tags and QR codes are a serious risk because they can accidentally direct
users to dangerous websites and expose them to a range of unfavorable outcomes. Furthermore, thieves may be
able to access banking information without authorization using compromised mobile devices or digital wallet
accounts. Attacks using malware and phishing techniques are still common, giving hackers access to login
credentials and the ability to carry out fraudulent transactions under pretenses. These dangers highlight the
necessity of strong security protocols and user awareness when using the Internet for banking.

Being alert to fraudulent efforts to obtain your banking details by phone calls, text messages, or emails is crucial
for ensuring secure online banking. PINs and passwords are not requested through these channels by reputable
banks. Check for the presence of a padlock icon in the address bar and "https://" in the URL when connecting to
your online banking account to ensure that the website is encrypted. Downloading your bank's mobile banking
app from official app stores—Ilike the Apple App Store or Google Play—will guarantee legitimacy and timely
security updates. Financial transactions should not be conducted over public Wi-Fi networks due to security
concerns. Choose a safe, password-protected Wi-Fi network or your mobile data instead. By setting two-factor
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authentication (2FA), which calls for a second form of verification—such as a code texted to your phone—you
can increase security. Keep yourself updated about typical scams involving online banking and security best
practices to keep yourself safe from harm. Staying up to date with emerging trends enables you to protect your
financial assets and remain one step ahead of fraudsters.

VI. SUMMARY, CONCLUSION, AND RECOMMENDATION
This chapter thoroughly summarizes the study's major conclusions and how they relate to the issue. It
summarizes the key findings, analysis conclusions, and recommendations based on the findings of the statistical
tests carried out.

Summary of findings

1. The level of cybersecurity challenges experienced by bank clients in terms of phishing attempts revealed a
mean of 2.31; in terms of credential stealing, 2.70; and in terms of account takeover, 2.91.

2. The level of financial technology adoption in terms of digital and payment-using mobile wallets revealed a
mean of 3.42, in terms of digital and payment-using peer-to-peer, 3.56, and, in terms of robo-advisors
application, 3.19.

3. The probability values are all greater than the level of significance at .05 thus, accept the null hypothesis
(Ho).

4. Overall, it seems that a large number of bank customers are not sufficiently informed on cybersecurity
precautions. Their lack of knowledge makes them susceptible to several types of online attacks and
undermines their capacity to properly protect their financial resources.

Conclusions

After presenting the findings of the study, the following conclusions were drawn:

1. The level of cybersecurity challenges in terms of phishing attempts, credentials stealing, and, account
takeover were all rated experienced. Attackers are using advanced techniques, such as social engineering
and official-looking features, to trick users into disclosing private information or acting right away. The
frequency of credential theft highlights a serious security risk, especially when it comes to bank account
access. Changes to account settings or personal information, albeit less common, also cause concern.
Increased security measures must be put in place since frequent unlawful entrance increases the danger of
data breaches.

2. The level of financial technology adoption in terms of digital payment and transfer using mobile wallets
and peer-to-peer are rated as Highly Adopted while the robo-advisors application is rated as adopted.
Financial technology is widely used, especially when it comes to digital payments and transfers via
mobile wallets. A good trend toward raising user knowledge and safety is seen in the bank's proactive
support of educational programs and prioritizing consumer security issues. Innovative digital payment
solutions are also being well received in the market, as seen by the high adoption rates of these systems.
Peer-to-peer (P2P) transactions are primarily conducted through online banking. To accommodate
consumer preferences and behaviors, financial technology is always evolving. The growing use of
financial technology is evident in online banking, where robo-advisor apps are integrated to improve
transaction efficiency and convenience. The increasing adoption of robo-advisor programs indicates the
banking industry's move toward deeper technological integration and a rising dependence on technology
to simplify financial management responsibilities.

3. The use of financial technology in online banking and cybersecurity issues are not significantly related.
The study indicates that cybersecurity difficulties do not considerably influence financial technology
adoption, as evidenced by non-significant p values, despite weak relationships between cybersecurity
challenges and various forms of financial technology. For the banking industry, cybersecurity is still
essential, and continuous efforts are required to reduce risks and guarantee safe online transactions.
Safeguarding confidential financial data and preserving confidence in digital financial services need
proactive responses to cybersecurity risks.

4. Robust security measures must be implemented due to the enormous cybersecurity threats that come with
the increasing adoption of financial technology. Banks may successfully secure their digital infrastructure
and shield their clients from ever-evolving cyber dangers by recommending and implementing thorough
security measures.

Recommendations

From the findings and conclusions, the researcher recommends the following:
1. The implementation entails promoting regular software and hardware upgrades to address security
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vulnerabilities, implementing multi-factor authentication (MFA) and other strong authentication approaches,
and educating customers about common threats including malware, phishing, and social engineering. In
addition, banks will promote safe banking apps, fraud detection services, secure communication channels, and a
strong password policy. The bank will also provide monitoring tools to identify any strange activity. To further
create a safer environment for banking operations and customer interactions, continuing cybersecurity
awareness initiatives and conveniently accessible customer support will be put into place. This proactive
strategy highlights the significance of enlightening clients about possible cyber threats and giving them the tools
they need to successfully safeguard their financial information.

2. The bank has to raise awareness, improve accessibility and usability, give security measures top priority to
build confidence, combine fintech with traditional banking services seamlessly, and innovate constantly to meet
changing client needs to promote the adoption of financial technology. These programs seek to improve
financial inclusion and customer empowerment by utilizing efficient and secure digital financial management
technologies.

3. The bank must prioritize cybersecurity even though the study found that cybersecurity risks do not greatly
impact financial technology adoption in online banking. The tenuous connections between different
cybersecurity threats and financial technology types highlight the necessity of ongoing attention to detail. To
reduce cybersecurity risks, banks should take a proactive approach. This includes implementing advanced
security processes, doing routine security audits, and keeping up with new threats. It's also critical to remind
consumers about safe internet behavior and the value of protecting their data. Banks can protect sensitive
financial information, guarantee secure online transactions, and uphold consumer confidence in digital financial
services by implementing strong cybersecurity measures.

4. To successfully execute bank security measures, financial institutions had to use a multifaceted approach
encompassing new technologies, personnel education, and client outreach. This includes doing frequent security
audits, incorporating security technology like multi-factor authentication and Al-based fraud detection, and
giving staff members cybersecurity training. Banks should also instruct their clients on how to safeguard their
accounts by using strong passwords and spotting phishing scams. Banks can improve security, safeguard their
digital infrastructure, and win over customers by using these strategies.

5. Future studies have to focus more on comprehending the intricate relationship between cybersecurity risks
and financial technology usage. To investigate the complex variables influencing user behavior and technology
adoption over time, longitudinal research, mixed-method techniques, and varied demographic analyses are
advised. Further research into the efficacy of cybersecurity protocols and customer education initiatives might
provide insightful information to banks looking to strengthen their security systems. The results of this study
will advance our knowledge of how to balance the advancement of financial technology with strict cybersecurity
procedures.
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